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Introduction

The Remote Access Portals allow you to access CentraCare and Epic applications from outside the
CentraCare computer network on your device. This guide outlines the steps necessary to
successfully log in and launch applications via the remote access portals.

Multi-Factor Authentication (MFA)

CentraCare utilizes Multi-Factor Authentication (MFA) system for two-step verification. Before
logging into the Remote Access Portal, the MFA process must be completed. If you have not

already completed that process, enrollment instructions can be found in the Remote Access
Directions.

Remote Access Portals

Remote Access Portal Available

1. CentraCare Remote Access Portal (https://access.centracare.com) - used to access non-
Epic applications
e Muse
e elearnings for Medical Students
e Wellsky

2. Epic Remote Access Portal (https://epicaccess.centracare.com) - provides external access
to our Epic applications
e Epic Production
e Epic Read Only
e Epic Playground

To utilize the CentraCare Remote Access Portal, you must have the Horizon Client installed.

To utilize the Epic Remote Access Portal, you must have Citrix workspace app installed.

®=

If you have not already done so, proceed to Installing Remote Access Clients to complete the
process.

If you have already installed the correct client as noted above, proceed below.
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Accessing the Remote Access Portal

. Navigate to https://www.centracare.com
Scroll to the bottom of the page.
Under For Professionals, select Employees.
Select Remote Access Portals.
Select the correct remote access portal.
a. CentraCare Remote Access Portal
b. Epic Remote Access Portal
6. Enter your User Princple Name (UPN) username and password.
a. If you have a CentraCare email address, your UPN is your email address.
i. Ex: john.doe@centracare.com
b. If you do not have a CentraCare email addres, your UPN is your CentraCare username
followed by @centracare.com
i. Ex: abc123@centracare.com
7. You will be prompted to authenticate via Multi-Factor Authentication.

vhRwWwh =

The first time logging in, you may be
prompted to Detect Citrix Workspace app.

Welcome to Citrix Workspace app

citnx | Workspace Use Citrix Workspace app to access your applications and desktops.

Detect Citrix Workspace app

‘—u mo I;lrlw;d;"vr e detecting if Citrix Workspace app
If Citrix Workspace app is installed, ( : ,
click Already installed. If not installed,
proceed to Installing Remote Access

Clients.

e click Already installed

Already instalied 2o

Accessing an Environment in the Remote Access Portal

Epic Remote Access Portal
To access an environment:

1. Click the appropriate environment icon.
2. Under Downloads in the upper right, click Open file.
3. The environment will open.

CentraCare Remote Access Portal
1. Click the icon.
2. The application will open.
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Installing Remote Access Clients

CentraCare Remote Access Portal

To utilize the CentraCare Remote Access Portal, you must install the Horizon Client on your
device.

» Navigate to
https://customerconnect.omnissa.com/downloads/info/slug/virtual_desktop_and_apps/omn
issa_horizon_clients/8 and choose the appropriate download for your device’s operating
system.

Epic Remote Access Portal

To utilize the CentraCare Remote Access Portal, you must install the Citrix workspace app on your
device.

« Navigate to https://www.citrix.com/downloads/workspace-app/ and choose the appropriate
download for your device’s operating system.

Logging Out of Remote Access Portals

CentraCare Remote Access Portal

BK
1. Click the initial icon circle in the upper right corner.

2. Select Sign out.

Epic Remote Access Portal

1. Click the cog ﬂl in the upper right corner.
2. Select Log off.
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Quick Steps

Please confirm that all of the steps below have been completed in advance to ensure access is
available when needed.

Step Detail Notes
¢ New employees ONLY receive encrypted
. I . email
1 Recelve I?ncrypted email with log in e Current employess utilize their log in
information . .
information
¢ Email sent one time
7 Change Network password One time step found in Remote Access

Directions

One time step found in Remote Access

3 Complete Multi-factor Authentication . .
Directions

One time step found in Remote Access

4 Complete Passwordless sign-in Requests Directions
. . One time step. See Installing Remote Access
5 Install appropriate Remote Access Client Clients in Reference Guide
6 Verify access to the Remote Access Portal See Access Remote Access Portal in Reference

Guide
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